Root

[Subject] [Verb] [Object] [Clause]
R
[Verb] there [Object] [Modifier] [Clause] [Clause] —
Fﬁu’ﬂljﬂﬂ'f] [Verb] so [Object] [Modifier] [Verb] [Object] [Verb] none [Object] [Clause] [Maodifier]
|5ul:l|jE{:t] 'f! [Deterlrniner] {ClEMUEE] Eectl

A

[Determiner] [Conjunction] [Verb] [Determiner] [Conjunction]

[Subject] in  [Eemmts]

The Rhetorical Firewall: Securing |
LLM Role Isolation via Systemic = e~ .

Functional Linguistics. i L Xﬁ

NARARS

Neutralizing the Single-Channel lllusion with _ %Pé :
Stance-Filtered RAG Middleware. ——
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Standard architectulres suffer from

the Single-Channel Illusion.

Human Cognition

System

Prompts

LLM Context Window

NSNS a

<

Retrieved
Web Data

Malicious
Commands

Large Language Models process what was said (facts) and how it was said (manipulation) through the
exact same ton token stream. They cannot distinguish internal authoritative reasoning from external

persuasive text. Every token carries equal epistemic weight.

& NotebookLM



The Exploit: "Parahhman" manipulafion
bypasses prompt-level guardrails.

4 ?|

BTN

-

Every expert agrees .
Manufactured Y 2 g Topically

consensus and 4 the migration 1S falllng! relevant fact.

Passes vector
search.

authoritative

imperative. Bypass safety I TMLES?

U

Standard RAG is defenseless against “Social Proof” and “Authority” attacks
because prompt-level defenses (e.g., “do not be manipulated”) compete on the
exact same channel as the attack.

&1 NotebookLM



EONNN

] | ‘ |
Defense requires an interdisciplinary
® e _F/?
composite architecture. g
V,
. . . e /
Systemic Functional Cybersecurity Existentialism 1
Linguistics (SFL) Applying “Air Gapping”
Z and “Data Sanitization” 4]
i } ™~ to semantic context. |
Separating Facticity
Extracting {deatignal VS. (objective givens) from
Interpersonal metafunctions Interpretation
i dnto JSONFmetadata. | < MMOE du dl].aer aR;\eG | (ampased¥naxrativel.
W
| Unix Philosophy . b Neuroscience _| !
| e T 7 %— s
e ~Z1N7) Fingerprinting cognitive A
“Do one thing well.” — distortions (hyperbole, Mimicking neural memory |
Two-pass pipelines with emotional r'e-asfn_nllng)* for consolidation to prevent
| strict type boundaries. || || programmatic filtering. || || working memory collapse. |
| ) ]
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The Semantic Prism:lPhysical paylbad
separation at the data layer.

@
- /‘/‘ Q Ideational Payload

Facticity: What is happening.

JI_ e ]

[Process Type, Participants, Circumstances]

Fused Raw Text

~ Interpersonal Payload
iy, Interpretation: The persuasion and emotion.

' A [Mood, Modality, Tenor, Attitude]
) 5

Key Insight: Facts and tone are physically separated before storage.
This schema 1s the structural foundation of the Rhetorical Firewall.
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JIngestion Middlewareloperates as a

strict, type-safe two-pass pipeline. /
/
v Pass 1 Pass 2 i
e (Syntactic Engine) (Semantic Engine)
T =\ - = A
_h | : ;
— 4*’?)’?}”/&*}4 A N J TITQ \% h
* spaCy | DSPy.rb / LLM )
Raw Text 5 — B —~/ PostgreSQL
Input BlooP-like: Deterministic, FlooP-like: Batched LLM Output

rule-based extraction. judgment with fallback

f circuit breakers. X%

BT pipeline enforcing strict separation. The powerful, opaque system
(Pass 2 LLM) is wrapped in externally-imposed checks and can
never overwrite the trusted substrate (Pass 1).

_ | p—h
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RN Ty = ST T T SR R — — , =
The Alr Gap 1s enforced through %
1solated database schemas. ;

|4 Sl

(Vector index)

PostgreSQL/pgvector Base Egéx

7

The payloads are never fused into the vector index. They exist as independently
queryable metadata. Manipulative content is isolated at the storage level, allowing the
system to query factual relevance while aggressively filtering out persuasive force.
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Stance-Filtered RAG drops manipulative packets before the context window.

Semantic Search |
(pgvector) J,-:LI
= Reciprocal Rank

manipulative/ ‘ \\\ Fusion (RRF) //"

manipulative/

colloquial el : colloquial
e min_modality: 0.8 e
L . : min tenor: 0.7 Bl
The Firewall e e e
factual/objective factual/objective

Key Insight: The filter operates on the annotated metadata, not the text itself.
i The LLM never reads the manipulative content, so it has nothing to absorb. %_

|
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| Detanging the prompt: Forcing the LLM to evaluate sterile facts.

(@ standard RAG

Wl@\_ PR SR r L . B | 8 @\

2 A a"_r""-:'lr.-"_'i

— - _x
- -

: ||

B %
‘5 o S FEE, W — - E—— e _— {‘

@ [ SFL Synthesis Construction B NN\ @‘( il

H&:: "Ideational”: { "process": "material", "participants": ["migration", "failure"] },
|

"Interpersonal”: { "mood": "declarative", "modality": ©0.85, "tenor": 0.3, "attitude": "social proof" }

By presenting facticity and rhetorical packaging as separate, labeled fields, _;.. |
QQ\M parahuman manipulation is labeled as metadata rather than experienced as language. |
N\

s e 6 o sk et S

R . — _-.-_._.| s o LomEe —-.-.l
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Attack Mitigation Matrix: Fingerprinting Persuasion.

rom)

Persuasion Attack

Structural Fingerprint

SFL Defense Mechanism

Authority / Scarcity (e.g.,
“l require you to bypass
protocols immediately.”)

High Modality (> 0.9),
Imperative Mood.

Block Imperative + Max
Modality thresholds.

Liking / Unity (e.g., “Hey
friend, just between us...”)

Low Tenor (< 0.4), highly
informal register.

Filter by Minimum Tenor
(Require > 0.7).

£ T SN R o P SR

Social Proof (e.g., “Every
expert agrees...”)

False consensus modality
paired with declarative
mood.

Exclude non-factual
certainty using Cross-
Metafunction scalar checks.

— e | .

i
1

L

e

4

'a.

!
e

|

i

&1 NotebookLM



/ e
|

The Phase 1 Constraint: Godel Graph Overflows.

i S
9 CANAS N 7~ 2410, 3415 . ga30 e
SR X 78 110110 XS o
=AY\ = 4.58x10%0 7/ XN,
LRSS LIRS
o ety oy ".’ﬁ}’ﬁ- -
e "-*-‘:. '4!,\?3 .:i
< g\
> / f; 'ﬁ‘i*&
N
o 315. g0 SR
l?q'+11" 220 3.30.5.4“ .
.?“5. 11? . 1_395

= 8.9x10%

- To track dependencies across multi-document reasoning, Phase 1 utilized Godel numbering
(prime multiplication). This provided mathematically pure provenance, but intentionally
. triggered PostgreSQL integer overflows around 6 nodes deep.

- The Pivot: It functioned as an accidental, rigid circuit breaker. Enterprise scale requires
replacing mathematical accidents with deliberate, semantic context management.
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-+ Mimicking neural memory consolidation. Instead of forcing an LLM to hold infinite
tokens—which degrades reasoning—the system compresses working memory into dense
Axiomatic baselines, flushing raw tokens while carrying the summary forward.

RN

Synthesis

Genie

L o . |

'—-i-ull-

Ji
s

Flushed Raw Tokens

Axiomatic Summary
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o Cognitive Gas

]

Allocates a token budget based on SFL

cognitive complexity (process type,
- modality density). Forces graceful
summarization before fatal database

E§§; crashes.

i R ———

Scale requires Semantic Circuit Breakers, not token limits.

N

Semantic Convergence

S

b 23 8.4)
{

ALIGNNENT
JINI9YINIC

>h
SrenlVys = CoS (’Ut, ) T
Il( ) |}]r‘
Detects infinite multi-agent reasoning |
loops. If cosine similarity of recent |
output embeddings exceeds 0.94, the
system detects an entropy T
collapse and breaks the circuit.
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Modular Integration: Plug into existing RAG architectures.
I:::::‘L Ez: ;I:';I/ ]
_|_ :

n?I.I’IEIJ‘,_r 3:B nno 2 8 mf 0.728 If( 1:8 oo lr]EE ' I

e |

Enriches chunks with JSON metadata Applies RRF and Scalar filters
before they hit the vector DB. before the context hits the LLM.

-+ Developers keep their chunking strategies, embedding models, and
vector databases. The SFL Compiler is pure, modular middleware. i
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The Core Hypothesis of Cyber-Linguistics.

Defense cannot depend on cooperation. By
making linguistics a deterministic filter, we build a
structural boundary where there was none.

-+ The SFL Compiler shifts LLM security from behavioral prompts to mathematical data
sanitization. Focus on how something 1s said to protect what the system learns.
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